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1. Overview
Overview of Roles and Role Types
A Security Manager or Administrator, then this guide is for you. You can use this guide to learn about tasks such as setting up users, roles, and privileges, managing passwords, and defining access control. 
Roles and Role Types

· Roles

· Role Types

Oracle Applications Cloud defines the following types of roles.

· Job roles

· Abstract roles

· Duty roles

· Aggregate privileges
Job Roles - Job roles represent the jobs that users perform in an organization
Examples: Buyer and Procurement Manager

Abstract Roles - Abstract roles represent users in the enterprise independent of the jobs they perform. All users are likely to have at least one abstract role that provides access to a set of standard functions. Abstract roles can be assigned directly to users.

Examples: Enterprise Resource Planning Self-Service User and Project Team Member

Duty Roles

Duty roles represent a logical collection of privileges that grant access to tasks that someone performs as part of a job

Aggregate privileges
Aggregate privileges are roles that combine the functional privilege for an individual task or duty with the relevant data security policies. Functions that aggregate privileges might grant access include task flows, application pages, work areas, dashboards, reports, and batch programs.

Aggregate privileges differ from duty roles in these ways:

· All aggregate privileges are predefined. You can't create, modify, or copy them.

· They don't inherit any type of role.
Duty Role Components

A typical duty role consists of function security privileges and data security policies. Duty roles may also inherit aggregate privileges and other duty roles.
Data Security Policies

For a given duty role, you may create any number of data security policies. Each policy selects a set of data required for the duty to be completed and actions that may be performed on that data. The duty role may also acquire data security policies indirectly from its aggregate privileges.

These are the components of a data security policy:

A duty role, for example, Expense Entry Duty.

A business object that's being accessed, for example, Expense Reports.

The condition, if any, that controls access to specific instances of the business object. For example, a condition may allow access to data applying to users for whom a manager is responsible.

A data security privilege, which defines what may be done with the specified data, for example, Manage Expense Report.
Function Security Privileges

Many function security privileges are granted directly to a duty role. It also acquires function security privileges indirectly from its aggregate privileges.

Each function security privilege secures the code resources that make up the relevant pages, such as the Manage Grades and Manage Locations pages.

2. Technologies and Tools Used
The following technology has been used to achieve the same.
· Oracle Application Development Framework - JDEVADF_12.2.1.6.0ADF-REL132304-PROD-BP_GENERIC_230524.1521.S
· Oracle Middleware Extensions for Applications -ATGPF_PT.12C.2304_GENERIC_230525.1402.REL13BP68.6
3. Use Case
NA
4. Architecture 
Steps:
· Navigation ( Tools (Security Console (Roles 
Seeded Roles

Advanced Procurement Requester
Procurement Manager

Buyer

Accounts Payable Invoice Supervisor

Accounts Payable Manager

	Role
	Role Code

	Advanced Procurement Requester
	ORA_POR_ADVANCED_PROCUREMENT_REQUESTER_JOB

	Buyer
	ORA_PO_BUYER_JOB

	Procurement Manager
	ORA_PO_PROCUREMENT_MANAGER_JOB

	Accounts Payable Invoice Supervisor
	ORA_AP_ACCOUNTS_PAYABLE_INVOICE_SUPERVISOR_JOB

	Accounts Payable Manager
	ORA_AP_ACCOUNTS_PAYABLE_MANAGER_JOB
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Role

Accounts Payable Invoice Supervisor
Accounts Payable Manager

Accounts Payable Specialist
Advanced Procurement Requester
Application Implementation Consultant
Business Flow Troubleshooting

Buyer

Role Code
ORA_AP_ACCOUNTS_PAYABLE_INVOICE_SUPERVISOR.
ORA_AP_ACCOUNTS_PAYABLE_MANAGER_JOB
ORA_AP_ACCOUNTS_PAYABLE_SPECIALIST_JOB

ORA_POR_ADVANCED_PROCUREMENT_REQUESTER _.

ORA_ASM_APPLICATION_IMPLEMENTATION_CONSULTA. ..
ORA_FND_BUSINESS_FLOW_TROUBLESHOOTING_ABS...

ORA_PO_BUYER_JOB

Assignable
No
No
No
No
Yes
No

No

Auto-Provisioned
No
No
No
No
No
No

No
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Role

Procurement Manager
Procurement Preparer
Procurement Requester
Product Data Steward

Product Manager

Role Code
ORA_PO_PROCUREMENT_MANAGER_JOB
ORA_POR_PROCUREMENT_PREPARER_ABSTRACT
ORA_POR_PROCUREMENT_REQUESTER ABSTRACT
ORA_EGI_PRODUCT_DATA_STEWARD_JOB

ORA_EGP_PRODUCT_MANAGER_JOB

Assignable
No
No
No
No

No

Auto-Provisioned
No
No
No
No

No
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